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Principles in Summary
Note: This summary must be read in conjunction 
with the full text of the principles, which follows.

Principle 1
Consumers should be provided with clear and sufficient information to make an
informed choice about whether and how to make a purchase.

Principle 2
“Vendors” should take reasonable steps to ensure that the consumer’s agreement to
contract is fully informed and intentional.

Principle 3
Vendors and “intermediaries” should respect the privacy principles set out in the
CSA International’s Model Code for the Protection of Personal Information.

Principle 4
Vendors and intermediaries should take reasonable steps to ensure that “transactions”
in which they are involved are secure. Consumers should act prudently when
undertaking transactions.

Principle 5
Consumers should have access to fair, timely, effective and affordable means for
resolving problems with any transaction.

Principle 6
Consumers should be protected from unreasonable liability for payments in
transactions.

Principle 7
Vendors should not transmit commercial E-mail without the consent of consumers,
or unless a vendor has an existing relationship with a consumer.

Principle 8
Government, business and consumer groups should promote consumer awareness
about the safe use of electronic commerce.
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Principle 1: Information Provision

Consumers should be provided with clear and sufficient information to
make an informed choice about whether and how to make a purchase.

1.1 Information should be provided in a form that is clear and understandable to
the consumer. Vendors should:
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1.4 Vendors should disclose all terms and conditions of sale to consumers prior
to the conclusion of any “sales transaction.” These include:

a) the full price to the consumer, including the currency and any shipping
charges, taxes, customs duties and customs broker fees and any other
charges (when unsure of the amount of any potentially applicable
charges, vendors must disclose to consumers the fact that such charges
may apply);

b) delivery arrangements, including timing, cost and method of delivery;

c) any geographic limitations on where a product or service is for sale;

d) cancellation, return and exchange policies, warranties if applicable, and
any associated costs.

All the terms and conditions of sale should be available in one place.

1.5 Vendors should provide consumers with their own reco3kmay apply);
may appy;
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Principle 6: LiabilityConsumers should beprotected from unreasonable liability for
payments in transactions.

616 Consumers should not be held liable for amounts billed to them for
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1775 0stransactions.c7.92 T.
1sTc
(Consumers bility for)Tj
-8.Tc
(6169
i-veons0.6  76y paTc
10.529 152231 pn.eiacTcgstransactions.5223i2the2ity for231 2d to the2ity fo231rans5 028..116m card issurized transd231 2d Liability)Tj
 Consumershe2ity f6m
6sactid pnounts billed to t-cardrans5 028..316m card issurIn. aadan2tTjt .Tc
(6169
i-veons0.6  76y p 29 152231 aTD
0 )Tj
1.8 0asona26  05d issur,moh to t-26  05dsactid pnvTj
/ iabilityallowmoh T29 15223 a 



10

Principles of Consumer Protection for Electronic Commerce:Principles of Consumer Protection for Electronic Commerce:

Principle 8: Consumer Awareness

Government, business and consumer groups should promote
consumer awareness about the safe use of electronic commerce.

8.1 Consumer education and awareness initiatives should highlight those
circumstances in the use of electronic commerce in which consumers
are most vulnerable.

8.2 Consumers should be provided with advice on how to minimize the risks
associated with electronic commerce.

8.3 Consumers should be made aware of their rights and obligations with respect8.3 Consumers should be mtakskseason.
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Glossary
The following definitions apply in Principles of Consumer Protection for Electronic
Commerce: A Canadian Framework.

Consumer: an individual who engages in electronic commerce for personal, family or
household purposes.

Electronic Commerce: the conduct of commercial activities between vendors and
consumers and the solicitation of donations from consumers over open networks,
including the Internet. This definition is not intended to cover communications
conducted solely over the telephone.1

Intermediaries: third parties facilitating a transaction, including those responsible for
the storage of information.

Personal Information: information about an identifiable individual that is recorded in
any form.2

Prominently Disclosed (with respect to information): easily visible and quickly
accessible to consumers at the appropriate time. This includes accessibility through,
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